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How Mirror Uses Agentic AI
to Prove Exploitability and
Modernize Penetration Testing
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Security teams do not have a shortage of vulnerability data but a shortage of proof. 
Scanners and code analysis tools now surface far more findings than any team can 
manually investigate, and most of those findings are never proven or disproven as real 
risk. The distance between what a scanner flags and what an attacker could use is 
what this whitepaper calls the exploitability gap.

Detection tells you what might be wrong while exploitability defines what can be 
attacked. Closing that gap, not simply generating more alerts, is the real objective of 
penetration testing, and it is the lens this whitepaper uses throughout.

The traditional penetration testing model, built around periodic engagements 
delivered by a small pool of skilled testers, was designed for a slower era of software 
delivery. It struggles to keep pace with environments that change daily and a volume 
of vulnerability disclosures that FIRST's 2026 forecast places at a median of roughly 
59,000 to 66,000 for the year1. Agentic AI changes what is operationally achievable: AI 
agents can reason autonomously through an environment, chain individually modest 
weaknesses into realistic attack paths, and generate evidence of exploitability rather 
than a theoretical severity score.

This is not a story of human expertise being displaced. The future of penetration testing 
is not human versus AI. It is human expertise amplified by autonomous security agents 
that extend how far and how fast that expertise can reach.

This whitepaper examines the exploitability gap, explains why traditional testing 
struggles to close it, and describes how agentic AI changes the underlying model of 
discovery and validation. It closes with a look at Mirror, Ampcus Cyber's agentic AI 
penetration testing platform, built to discover, chain, and validate exploitable attack 
paths and connect that evidence directly to remediation and compliance workflows.
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Every security team eventually confronts the same uncomfortable arithmetic: ten 
thousand vulnerabilities do not equal ten thousand risks. Most published 
vulnerabilities are never exploited, most exploitable weaknesses are never chained 
into anything dangerous, and only a fraction of what a scanner reports ever translates 
into actual business impact.

FIRST's 2026 Vulnerability Forecast illustrates the scale problem. In February, FIRST 
projected a median of approximately 59,000 new CVEs for the year, with a 90% 
confidence interval reaching as high as 118,0001. By mid-year, updated disclosure data 
raised that median forecast to roughly 66,0001.

The Exploitability Gap02

FIRST's mid-year revised median 
forecast for CVE disclosures in 
2026, up from a February median 
of about 59,0001

66,000

FIRST's own researchers draw an important distinction they describe as rain versus 
flood: total CVE volume is rising sharply, while the share of vulnerabilities that are 
actively exploited or credibly exploitable has not grown at the same rate1. That 
distinction matters more than the headline number. Total volume is not the risk signal, 
but exploitability is.

This is exactly where traditional vulnerability management breaks down. Scanners are 
built to maximize detection, not to answer the harder question: can this specific 
weakness, in this specific environment, be reached, chained, and used to cause harm. 
Answering that question has always required expert judgment, and expert judgment 
does not scale to tens of thousands of findings a year.

The cost of getting this wrong is measurable. Verizon's 2026 Data Breach 
Investigations Report found that vulnerability exploitation is now the leading initial 
access vector in confirmed breaches, involved in 31% of incidents, up from 20% the 
year before, and for the first time in the report's nineteen-year history it has overtaken 
stolen credentials2.
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The same report found the median time to remediate a vulnerability has grown to 43 
days, while only 26% of vulnerabilities on CISA's Known Exploited Vulnerabilities catalog 
were fully remediated in the prior year2. Attackers are moving faster than defenders 
can patch, and defenders are frequently spending remediation effort on findings that 
were never going to be exploited in the first place.

Framing the problem this way, as a gap between detection and proof, sets up the rest 
of this whitepaper. A finding moves through several filters before it becomes a genuine 
risk: Discovered, Relevant, Reachable, Exploitable, Chainable, Business Impact. Each 
stage narrows the prior one. The organizations that manage risk well are the ones that 
can move findings through that filter quickly and with evidence, not the ones that 
generate the longest list at the first stage.

Share of confirmed breaches that began with vulnerability 
exploitation in 2025, the leading initial access vector, up 
from 20% the year prior2

31%
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Why Traditional Penetration Testing Cannot
Close the Gap

03

Traditional penetration testing was built for a slower software delivery model: an 
annual or semi-annual engagement, a defined scope, a team of testers working over 
one to three weeks, and a static report delivered afterward. Several structural 
constraints keep this model from closing the exploitability gap described above.

Regulated organizations feel a related pressure. SOC 2, ISO 27001, PCI DSS, DORA, 
and NIS2 each define testing and control-effectiveness expectations differently, 
and this whitepaper does not equate them. But the common thread across recent 
audit practice is a demand for more defensible evidence: proof that security 
controls are operating effectively, that identified weaknesses are being addressed, 
and that testing occurs at appropriate intervals7. That creates a growing need for 
security validation that produces evidence security, risk, engineering, and audit 
teams can independently evaluate, a different bar than simply completing a 
testing exercise on schedule.

A Higher Bar for Regulatory Evidence

A test result reflects the environment as it existed during the engagement window. 
In continuous delivery environments where code ships multiple times a day, that 
snapshot can be outdated within hours of the report being delivered.

Point-in-Time Testing Against a Moving Target

Skilled penetration testers are scarce and expensive, and every engagement is 
bounded by the hours available. Testing programs routinely make coverage 
trade-offs, leaving parts of the environment under-tested not because they matter 
less, but because time ran out8.

Limited Human Capacity

Traditional testing is frequently scoped by application or system, which means it 
can miss the multi-stage paths attackers use. A credential exposed in one 
application can become the pivot point into an API, which in turn opens a path into 
internal infrastructure. Individually moderate weaknesses, tested in isolation, rarely 
reveal how dangerous they are in combination.

Fragmented, Isolated Findings

Many engagements document theoretical weaknesses without demonstrating 
whether they can be chained into an actual compromise, leaving security and 
engineering teams to debate priority without conclusive evidence.

Reports Without Proof
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Traditional Penetration Testing

Annual or semi-annual cadence

Manual tester hours, fixed scope

Static report delivered after
testing ends

Findings without proof of exploitability

Siloed by application or system

Testing decoupled from compliance
workflows

Cannot reflect infrastructure and
code that changes daily

Cannot scale to tens of thousands
of CVEs a year

Findings decay before remediation
teams can act

Prioritization decisions rest on
assumption, not evidence

Misses multi-stage attack chains
across boundaries

Duplicate effort to produce
audit-ready evidence

What It Struggles With
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From Vulnerability Detection to
Attack-Path Validation

04

This is the conceptual center of this whitepaper: finding a vulnerability is not the same 
as proving risk.

A scanner identifies weaknesses that match known signatures or misconfiguration 
patterns. That is detection. It cannot tell a security team whether a given weakness 
can be reached from an attacker's starting position, combined with another flaw, and 
used to compromise a system. That is validation, and it is a fundamentally different 
discipline.

The distinction matters because most real cvompromises are not the result of a single 
critical vulnerability. They are chains: a moderate authentication weakness combined 
with an overly permissive access policy, combined with a misconfigured storage 
bucket. Individually, each piece might be rated medium severity. Combined, they 
represent a direct path to customer data. Severity scoring, built around individual 
findings, systematically undercounts this kind of risk because it was never designed to 
reason about combinations.

Attack-path validation reframes the goal of testing. Instead of asking what 
weaknesses exist, it asks what is the smallest set of validated, exploitable, chainable 
weaknesses that represent genuine risk to this business right now. That question can 
only be answered with evidence, not a checklist.



INTELLIGENT CYBERSECURITY DELIVERED

It is worth being precise about what that evidence looks like, because active 
exploitation is not always the right method to obtain it. In production environments, 
exploiting a vulnerability can modify data, interrupt services, trigger account 
lockouts, or expose sensitive information as a side effect of the test itself. A more 
sophisticated standard than prove it by breaking it is evidence of exploitability: a 
demonstrated, documented basis for concluding a weakness is exploitable, which 
may include safe or controlled exploitation, reachability analysis, 
chained-condition validation, privilege-escalation confirmation, or other 
non-destructive proof appropriate to the environment being tested. The goal is 
confidence a security team can act on, not exploitation for its own sake.

Evidence of Exploitability, Not Exploitation for Its Own Sake

How Agentic AI Changes Penetration Testing05

Agentic AI describes AI systems capable of autonomous, multi-step reasoning and 
action, rather than responding to a single prompt or following a fixed script. The 
distinguishing feature is a loop: observe the environment, reason about what matters, 
plan an approach, act, evaluate the result, and adapt before repeating.

www.ampcuscyber.comletsconnect@ampcuscyber.com
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Because agents do not depend on scheduling a team of humans, testing can run 
continuously or trigger automatically on deployment events, integrated directly into 
CI/CD pipelines so testing evolves at the same pace as the code shipping through 
them9. That also changes what a finding means operationally: instead of a severity 
score based on a static scoring system, security teams receive a validated attack 
path with supporting evidence, a more actionable artifact for prioritization and 
remediation planning.

Traditional
Scanner

Traditional
Pentest Agentic Pentesting

What it does

Cadence

Unit of output

Orientation

Coverage

Deliverable

Finds potential
weaknesses

Point-in-time

Individual findings

Severity-oriented

Large volume,
shallow

Alert list

Validates selected
weaknesses

Point-in-time

Human-led
attack paths

Expertise-oriented

Limited by tester
hours

Engagement
report

Discovers, reasons,
chains, and validates

Continuous

Autonomous
attack-path exploration

Exploitability and
evidence-oriented

Scalable across the
environment

Continuous risk
validation

Mapped onto penetration testing, that loop becomes a specific sequence: discover 
the attack surface, reason about which weaknesses are worth pursuing, plan an 
attack sequence, act by executing controlled security tests, evaluate what the results 
reveal, adapt the strategy based on evidence, chain findings into multi-step paths, 
and validate exploitability before documenting the result as evidence.

This differs meaningfully from earlier generations of automated scanning. A 
conventional scanner runs a fixed set of checks against a target and reports matches; 
it does not reason about what it finds. An agentic penetration testing platform 
behaves more like an attacker: it discovers assets, forms a working hypothesis about 
which weaknesses are worth pursuing, attempts to chain them into multi-stage attack 
paths, and validates whether the resulting path leads to a genuine compromise5. The 
output is evidence, a demonstrated or credibly reasoned path from initial access to 
impact, not a list of possible issues.



Extending testing with autonomous agents is not a reason to relax the discipline 
security teams already apply to powerful tools. It is a reason to be explicit about 
boundaries.
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What Agentic AI Should, and Should Not, Do06

Mapping large, fast-changing attack surfaces continuously

Well Suited To

Unsupervised decisions to actively exploit a vulnerability in production, where 
a mistake such as data modification, service interruption, or account lockout 
could outweigh the risk being tested for

Serving as the final word on a novel or highly contextual class of vulnerability, 
where business context, not technical pattern-matching, determines whether 
something is a risk

Operating without clearly defined scope and rate limits

Executing the systematic, repeatable parts of reconnaissance and exploitation 
at a scale no team of humans can match

Chaining findings across applications, APIs, and infrastructure the way an 
attacker would

Generating evidence, a human reviewer can independently evaluate

Two failure modes deserve specific attention. First, false positives: an agent that 
reports a chain as exploitable without sufficient evidence erodes trust quickly, so 
transparent, reviewable evidence matters more than a confident verdict. Second, 
overreach: an agent that pursues an attack path beyond its authorized scope, even 
with good intentions, is a governance failure regardless of the finding it produces. Both 
are reasons to keep humans in the loop at defined checkpoints, not reasons to avoid 
agentic testing altogether.

The practical position for security leaders is straightforward. Agentic AI extends the 
reach of expert judgment across a surface too large and too fast-changing for 
manual testing alone. It does not remove the need for human expertise in scoping 
engagements, interpreting business context, and handling the most novel or complex 
classes of vulnerabilities. Treat it as a force multiplier for the security team, governed 
with the same discipline applied to any other high-impact AI system in the business3.

Requires Human Oversight



Organizations adopting agentic AI penetration testing benefit from a structured 
methodology rather than an ad hoc rollout. The eight steps below move a finding from 
raw signal to remediated risk.
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The Continuous Exploitability Validation
Framework

07

Discover: 
Establish an accurate, continuously updated map of the attack surface, 
including applications, APIs, cloud accounts, and third-party integrations. 
Agentic testing is only as effective as what it can see.

Scope: 
Define explicit rules of engagement: which environments are in scope, testing 
windows, rate limits, and escalation paths for any critical or actively 
exploitable finding.

Reason: 
Have the testing agent identify which weaknesses are worth pursuing based 
on likely attacker value, not simply enumerate every theoretical issue with 
equal priority.

Chain: 
Attempt to combine individually moderate weaknesses into realistic 
multi-stage attack paths, the way an attacker would, rather than reporting 
findings in isolation.

Validate: 
Establish evidence of exploitability for each surviving chain, using the method 
appropriate to the environment, from controlled exploitation to reachability 
and chained-condition analysis.

Prioritize: 
Rank findings by demonstrated risk and business impact, not by a static 
severity score alone.

Remediate:
Route validated findings to the responsible teams with the specific attack 
path and supporting evidence attached, mapped to relevant compliance 
controls where applicable.
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This framework is deliberately built around evidence and integration, not tool 
selection. Organizations that adopt agentic AI testing without first solving asset 
visibility, or without integrating validated findings into existing ticketing, DevSecOps, 
and compliance workflows, tend to see limited improvement regardless of how 
capable the underlying platform is. Human oversight should sit explicitly at three 
points in this cycle: approving scope in Step 2, reviewing high-impact findings before 
remediation or disclosure in Step 6, and handling any novel attack class the agent 
flags but cannot fully validate on its own.

Because agentic AI penetration testing changes both the volume and nature of 
findings, organizations need updated metrics to judge whether a program is working.

Measuring What Matters08

Retest: 
Continuously verify that remediation closed the path and treat every new 
deployment as a trigger to revalidate rather than an assumption that 
yesterday's testing still applies.

Why It MattersMetric What It Measures

Time to validate
exploitability

Share of findings with
evidence of exploitability

Coverage vs
deployment frequency

Time to remediate
validated findings

Attack chain depth
identified

Compliance mapping
completeness

Time from finding to
confirmed evidence

Portion of reported issues
backed by demonstrated
proof

How often testing runs
relative to release
cadence

Time from validated
finding to closed
remediation

Number of stages in
discovered multi-step 
attack paths

Share of findings mapped
to relevant controls

Reflects how quickly true
risk is separated from
noise

Indicates confidence level
of the testing output

Shows whether testing
keeps pace with change

Tracks whether evidence
translates into faster
action

Reflects whether testing
reaches realistic attacker
behavior

Reduces separate audit
preparation effort
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Better security means 
faster validation, better 
prioritization, and a 
measurable reduction 
in exploitable risk.

Two principles should guide how these metrics are used. The volume of findings is not 
a success metric on its own; a program that surfaces fewer, validated, 
high-confidence findings with clear remediation guidance is succeeding even if the 
raw finding count looks smaller than a traditional scan report. And effectiveness 
should be measured against risk reduction, not testing activity: a program that runs 
constantly but does not shorten the time between discovery and remediation has not 
actually reduced exposure.

This connects to a broader pattern in breach research. IBM's 2025 Cost of a Data 
Breach Report found organizations using AI and automation extensively in security 
saved an average of 1.9 million dollars per breach compared with organizations using 
none, largely through faster detection and containment3. Speed to validated evidence 
is not just an operational metric; it carries a direct financial correlation.

More findings do
not mean better
security
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Real-World Attack Path09
Consider a mid-size financial services firm operating a customer-facing web 
application, a set of internal APIs, and a cloud infrastructure footprint spanning 
multiple accounts. Its most recent annual penetration test, conducted eight months 
earlier, found a moderate-severity authentication weakness in one API endpoint. The 
report recommended remediation but did not demonstrate whether that weakness 
could be combined with anything else to create real business impact, so engineering 
deprioritized it behind higher-severity findings elsewhere. In the following months the 
firm shipped dozens of releases and adjusted its cloud configuration to support a new 
product launch, none of it covered by the original test.

An agentic testing platform running continuously against the same environment 
follows a different path. It rediscovers the authentication weakness, but instead of 
stopping there, it attempts to chain it forward.

Under the traditional model, this would have surfaced as two disconnected, 
medium-severity findings, an authentication issue and a storage misconfiguration, 
each competing for attention against a backlog of similarly rated items. Under 
continuous, chain-aware validation, the same underlying facts become a single 
validated attack path with documented evidence, escalated immediately as critical, 
mapped to the relevant compliance controls, and routed to engineering with the 
specific chain attached.

The individual pieces were technically visible under either model. What changes is the 
speed at which the connection between them is discovered, and the confidence with 
which the resulting risk can be prioritized and acted on.

The Attack Path

Initial Access:
API authentication weakness

Improper authorization allows broader account access than intended
Privilege and Access Expansion:

A misconfigured storage permission introduced during the product launch
Privilege and Access Expansion:

Access to a subset of customer data
Impact:
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Mirror by Ampcus Cyber10
Ampcus Cyber's view is that penetration testing must evolve from a periodic 
compliance exercise into a continuous, evidence-generating capability that feeds 
directly into how organizations understand and reduce risk. Mirror, Ampcus Cyber's 
agentic AI penetration testing platform within the ComplyX suite, is built around that 
premise.

Mirror uses autonomous AI agents to discover assets across web applications, APIs, 
infrastructure, and mobile apps, attempts to chain discovered weaknesses into 
realistic multi-stage attack paths, and generates evidence of exploitability for each 
surviving chain5,6. Rather than functioning as an isolated scanner or a 
single-engagement testing tool, Mirror is designed to operate the way the Continuous 
Exploitability Validation Framework describes: discovering continuously, reasoning 
about priority, chaining findings the way an attacker would, and documenting the 
result as evidence a security team can act on.

Ampcus Cyber's broader position is that agentic AI does not replace the expertise 
security teams and testers bring to complex environments. It removes the ceiling that 
scarce talent and limited engagement windows impose on coverage, freeing human 
expertise to focus on the judgment calls, novel attack classes, and business context 
that AI agents are not positioned to handle8.

Agentic reasoning across the full chain, not single-point checks. Mirror does not 
just flag individual weaknesses; it attempts to combine them the way a real 
attacker would, which is where most serious risk lives.

Why This Combination Is Hard to Replicate as a Point Solution

Continuous operation tied to deployment. Built for CI/CD environments, Mirror is 
designed to treat new releases as a trigger to retest rather than something to 
catch up on months later9.

GRC-native compliance mapping. Because Mirror is built within a governance, 
risk, and compliance platform rather than as a standalone tool, validated 
findings can be tagged against the relevant control requirements of 
frameworks including ISO 27001, SOC 2, DORA, NIS2, PCI DSS, and HIPAA as testing 
happens, rather than requiring separate audit preparation7.

An ecosystem built around risk, not just findings. Mirror sits alongside GRACE, 
which unifies compliance controls and evidence management, and Wizard, 
which extends visibility into third-party and vendor risk, following a simple 
sequence: Wizard discovers risk, Mirror validates it, GRACE governs it9.
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From Security Validation to Enterprise Risk11
Penetration testing has traditionally lived apart from compliance and third-party risk 
management, three functions run by different teams, on different schedules, 
producing different artifacts. That separation made sense when each function was 
manual and point-in-time. It makes less sense once testing can run continuously and 
produce structured evidence.

Bringing security validation into the same platform as compliance and third-party risk 
management does not just reduce duplicate effort. It changes what a finding means 
to the organization: a validated attack path is not only an engineering ticket, but also 
audit evidence and, where the affected system involves a vendor or partner, an input 
into third-party risk scoring. Treating these as three views of the same underlying risk 
data, rather than three separate workstreams, is the direction enterprise risk 
management is heading, regardless of which platform an organization chooses.

Strategic Recommendations12
Treat exploitability, not raw vulnerability count, as the primary prioritization 
signal, and route validated, chainable weaknesses to remediation teams first.

Align testing cadence with deployment cadence. If code ships daily, testing 
coverage needs to be able to respond at a similar pace.

Require evidence, appropriate to the environment, behind every finding 
presented to remediation teams and the board, not a severity score alone.

Establish clear governance for any AI system used in security testing: defined 
scope, rate limits, and a human review point for high-impact findings before 
remediation or disclosure.

Measure the program on risk reduction outcomes, time to validate and time to 
remediate, rather than on the volume of alerts generated.
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Conclusion13
The core problem security leaders face is not a shortage of vulnerability data. It is a 
shortage of validated, actionable evidence about which vulnerabilities genuinely put 
the business at risk. Traditional penetration testing, built around periodic, manually 
delivered engagements, was never designed to operate at the volume and velocity of 
modern software delivery.

Agentic AI changes what is operationally achievable, not by replacing the expertise 
security teams bring to complex environments, but by extending its reach across a 
surface too large and too fast-moving for manual testing alone to cover.

The future of penetration testing is not about finding more vulnerabilities. It is about 
proving which vulnerabilities can become attacks and reducing that risk before 
attackers do. Organizations that adopt this model thoughtfully, with clear scope, 
strong governance, and evidence integrated into existing risk and compliance 
workflows, are positioned to move from a defensive posture built on assumption 
toward one built on proof.

See how Mirror uses agentic AI to discover attack paths, validate exploitability, 
and generate evidence across your web applications, APIs, infrastructure, and 
mobile environments. Request a Mirror demonstration to discuss how continuous, 
evidence-based testing fits into your broader risk and compliance program.
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Executive Takeaways

Key Statistics Reference15

The real problem is not too many vulnerabilities. It is too little proof about 
which ones matter.

FIRST's 2026 forecast: median of approximately 59,000 CVEs as of February, 
revised to roughly 66,000 by mid-year, with a 90% confidence upper bound 
near 118,0001

Vulnerability exploitation is now involved in 31 % of confirmed breaches as the 
leading initial access vector, up from 20% the prior year2

Median time to remediate a vulnerability has grown to 43 days; only 26% of 
CISA KEV-listed vulnerabilities were fully remediated in the prior year2

Global average cost of a data breach: 4.44 million dollars in 2025; 10.22 million 
dollars in the United States3

Extensive use of AI and automation in security saves an average of 1.9 million 
dollars per breach3

63% of organizations lack formal AI governance policies3

42% of vulnerabilities are exploited before public disclosure4

FIRST's 2026 forecast places CVE disclosures at a median of roughly 59,000 to 
66,000, but total volume is not the same as exploitable risk.

Vulnerability exploitation is now the leading initial access vector in breaches, 
ahead of stolen credentials for the first time.

Point-in-time penetration testing cannot keep pace with environments that 
change daily.

Agentic AI extends testing from single-point detection to continuous 
discovery, chaining, and evidence-based validation.

Evidence of exploitability, not exploitation for its own sake, should guide how 
findings are proven.

Human expertise remains essential for scope, business context, and novel 
attack classes; agentic AI is a force multiplier, not a replacement.

Measuring success by risk reduction, not by finding volume, is the mark of a 
mature program.

14
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