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ISO (INTERNATIONAL 
ORGANIZATION FOR 
STANDARDIZATION)

Focus: Global standards to manage data security and risk management 
practices, ensuring confidentiality, integrity, and availability of information.

•  ISO 27001: Information Security Management System (ISMS)
•  ISO 27018: Protects personal data in the cloud
•  ISO 27037: Guidelines for managing digital evidence
•  ISO 27040: Storage security
•  ISO 27799: Health information management

NIST 
(NATIONAL INSTITUTE OF 

STANDARDS AND TECHNOLOGY)

Focus: Frameworks to improve cybersecurity, protect data, and comply with 
U.S. regulations.

•  NIST CSF: Comprehensive cybersecurity risk management
•  NIST SP 800-53: Security and privacy controls for federal systems
•  NIST SP 800-171: Protects Controlled Unclassified Information (CUI)

SOC 
(SERVICE ORGANIZATION 

CONTROL)

Focus: SOC standards assess the controls and effectiveness of an 
organization’s services, focusing on areas such as security, availability, 
processing integrity, confidentiality, and privacy.

•  SOC 1: Focuses on financial reporting controls for service organizations
•  SOC 2: Evaluates the security, availability, processing integrity, confidentiality, and 
    privacy of data
•  SOC 3: Public-facing report showcasing SOC 2 controls in a simplified manner
•  SOC for Cybersecurity: Focuses on an organization’s cybersecurity risk 
    management
•  SOC for Supply Chain: Assesses security controls in an organization's supply 
    chain

HITRUST COMMON SECURITY 
FRAMEWORK (CSF)

Focus: HITRUST CSF integrates multiple security regulations into a unified 
framework, helping organizations manage risk and maintain compliance, 
particularly in healthcare.

•  Where it is required: Healthcare organizations, cloud service providers, and 
    businesses handling sensitive health data.
•  Why it is required: Provides a comprehensive, certifiable approach to meeting 
    regulatory requirements for data protection.
•  Where it is applicable: Primarily healthcare but applicable to other industries 
    needing to consolidate security frameworks.

PCI DSS (PAYMENT CARD 
INDUSTRY DATA SECURITY 

STANDARD)

Focus: PCI DSS outlines security measures for organizations that handle payment 
card information to reduce fraud and data breaches.

•  Where it is required: Businesses that process, store, and/or transmit cardholder data.
•  Why it is required: Ensures that payment card data is protected from theft and fraud.
•  Where it is applicable: Retailers, e-commerce businesses, and payment service 
    providers handling payment card transactions.

CIS CONTROLS (CENTRE FOR 
INTERNET SECURITY)

Focus: Best practices to improve cybersecurity posture and reduce vulnerabilities.

•  Where it’s required: Used globally across industries.
•  Why it’s required: Prioritized actions to defend against common cyber threats.
•  Applicable to: All industries, especially those securing IT infrastructure.

COBIT (CONTROL OBJECTIVES 
FOR INFORMATION AND 

RELATED TECHNOLOGIES)

Focus: COBIT is a framework for managing and governing enterprise IT, ensuring 
alignment between IT and business objectives.

•  Where it is required: Enterprises seeking a comprehensive approach to IT governance 
    and risk management.
•  Why it is required: Ensures effective IT management that aligns with business goals 
    while mitigating risks.
•  Where it is applicable: Applicable across industries for organizations managing 
    complex IT systems and operations.
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