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INCIDENT RESPONSE PLAYBOOK

RANSOMWARE

e SUPPLY CHAIN -

A clear, step-by-step guide to respond effectively,
minimize impact, and strengthen your security posture.
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€ DeTECT

+ Encrypted files
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« Ransom note

« Unusual activity

€ CcoNnTAIN

« Isolate devices
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« Disable accounts

€) INVESTIGATE

« Entry point
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« Lateral movement
» Data impact

¢ RECOVER

» Restore backups
» Patch
vulnerabilities
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o DETECT

» Compromised
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| vendor, software,
or API

€ CONTAIN

«» Disable integrations

» Restrict vendor
access

INVESTIGATE
« Affected systems
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+ Dependency
impact
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RECOVER

» Rebuild trusted
environment

» Rotate credentials
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INSIDER THREATS

SUPPLY CHAIN :A INSIDER THREAT

€ DETECT

» Privilege misuse
« Unusual access

» Data downloads

€ CONTAIN

« Suspend accounts
* Preserve evidence

€ INVESTIGATE

« Review logs
» User activity
» Endpoints

@ RECOVER

+ Heset credentials
« Restore data

© IMPROVE

© IMPROVE IMPROVE
- MFA » Vendor monitoring » Least Privilege
« EDR « SBOM « PAM
» Backup testing « Zero Trust « User Behavior
« Security awareness Analytics
ALWAYS REMEMBER "
d""-"'l\‘ *
2 @ | B y
e NSO V=
Activate Preserve Notify Document Conduct a
Incident Response Evidence Stakeholders Everything Lessons Learned
Team Review
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@ letsconnect@ampcuscyber.com

@ www.ampcuscyber.com




