THE 2026 MANDATORY TRIAD

If you haven't audited these three since the March 2025
deadline, your compliance is at risk.

Multi-Factor Everywhere:

Mandatory MFA for every access attempt into the
Cardholder Data Environment (CDE).

The 12-Character Rule:

::i:%z All system passwords must meet the new 12-character minimum as
— the 8-character policies will now trigger a non-compliance finding.

E-commerce Script Integrity:

You must have an automated mechanism to detect and alert on
unauthorized changes to payment page scripts and HTTP headers.

CONTINUOUS MONITORING
(The Pulse)

The PCI v4.0.1 standard prioritizes "Business-as-Usual” (BAU) security.

Daily Weekly Quarterly

Automated log reviews Change-detection ASV (Approved Scanning
and alert triaging monitoring for all Vendorsj external scans
(Requirement 10.4.1). payment-related web  and internal vulnerability
pages. assessments.

THE 2026 CALENDAR:
MAY - DECEMBER

Firewall Integrity: Conduct your bi-annual review of
Q2 firewall and router rule sets to eliminate security gaps.

Current Phase: . _ _ .
Verification Third-Party Check: Verify that your service providers have

provided their 2026 Attestation of Compliance (AOC).

Penetration Testing: Launch your annual internal and
external penetration tests. Ensure they include testing
Q3 of segmentation controls.

The Deep Dive:
Testing

Targeted Risk Analysis (TRA): Update your TRA for any
controls where you have adopted the "“Customized

Approach.’

Evidence Gathering: Audit your logs from QI-Q3. v4.0.1
auditors require proof of consistent frequency, not just
Q4 a snapshot.

The Final Mile: . ] '
Audit Incident Response: Conduct a tabletop exercise focusing

on account data compromise and skimming detection.

AMPCUS INSIGHT: THE "EVIDENCE GAP"

In 2026, the most commmon audit failure isn't a lack of tools, it's a lack of logs. If you

cannot prove your daily log reviews happened in April, you cannot “re-verify"

them in December. Ensure your automation is capturing every compliance
milestone in real-time.




