(1] KeY sTamisTics

98% 3.4 vittion w O\ $4.5 mitlion
af eyberattacks phishing emails is the average cost
raly on social are sant every day of a social enginearing
engineering. globally. breach.

8 COMMON ATTACK TYPES

Ui

Phishing E Spear Phishing
Fraudulent emads that mimic trusted Highly targeted attacks that use persanal
sowrces bo sieal credentialy or imstall details te sppear legitimate to a specific
How ko spat it Haws 5 spol it
& Sender domain is sightly misspellad. s Refsrences your name, role, or specific projects.
= Urgent call-to-sction or threat. » PBeguests unusual wire trarsfers cr sensithee data.
= Links don't match the displry text. o Claimng 1o Bsb @ faniar acecutive of trusted contact.
ﬂ Channel: Email, 5MS, Voice @ Channed: Targeted email, Targeted messaging
B Pretexting Baiting
Tha attacker fabricates a sconarks, posing Entices victims with something appealing

aE T support, &n Suditor, of & vandor, i

exiract sensitive iInformation.
Honw' 1o spod i1

= Caller demands credentials o fix an issue’.
= Story feels rehearsed or unusually detailed.
= HAequest cannaot be varified

through official channels.

siach a8 8 free download, & USE drive, or a
prize, to deploy malware or steal data.

Hiow 10 spod it

s Unexpected free offer or prize notifecation.
» Unknown USE deive or phrysical media
keft in & common area.

= Downlosd rquines you to

dizable security softeare.

& Chonnel: Phone, In-person @3 Channet: Physical, Digital
Tailgating

Phrysically following an suthorised person
thraugh & secure scorss point without

proper credentials.
- How to spot it:
= Sirarged wails clodely Behind you
at 8 setured door
# Claims their sccess badge is

Vishing

Vioioe phishing calls that impersonate banks,
government sgencies, or IT helpdesks to
steal personal information.

How to spolt it

« Croatat fear: throat of arnesd, frsud,

B BCCOUM BUSPBNSIon.

Pressures you to act immediately

without time to think.

= ks for OTPs, PiMs. or card detads

cvar the phona,

B Channet: Valce, Vol

broken or forgotten
= Carries lange mems ko justify a
requast for heip,

& Crannet Physical accoss
Smishing

SME-based attacks that deliver malicious
ks ar fake alerts 10 stoal dath ar money

Quid Pro Qua
The attacker offers a service such as free
trch suppart In sachange for kogin

qﬂ @ﬂ @ﬂ

froam mobile users. credentials or system scoess.
Hesw 1o sl it How o spat it
¢ Text arrives from an unkmown #  Ursolicited offer to fix yowr computer
shorl code or numiber. o mtoant
= Foke package delieery or bank # Hequests nemobe socess to
alert contssns a link. resoihe the issue’.
& Link ladi 1o 6 koakalike loage & Tha Balp aMared Sy comad
ar paymant page. waith #lrings altached,
@ Channet: SMS, Mobile € Channel: Phone, Service exchange
n Werity identities throwgh official ﬂ Hover over links to check the
charnals bafore sharing any information real UEL before olcking. L
e _.:E) Slow down, wgency and pressuse a @ Enable multi-Tacior authentcation
. e red flags, not reasons to comply. on all critical accounds.

e T@’I Hover shary OTPS, pridwards, B& Rupart suspicious conbicis 1o your
af PIM, ra legitemate orgarisatian will sk, IT of scurity benm imenedatoly.



