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Check Point Resaarch, 2025 Finance Threat Landscapa Report — financial-sector cyber incidents rosa from 864 (2024) 10 1,858
(2025):
https://blog.checkpoint.com/research/the-three-most-disruptive-cyber-trends-impacting-the-financial-industry-today/

Flashpaint, N-Day Vulherability Trends: The Shrinking window of Exposure (2025/2026) — average time-to-exploit fell from /4b
days (2020) to 44 days (2025): https://tlashpoint.io/blog/n-day-vulnerability-trends-turn-key-exploitation/

Grand View Research, Open Banking Systems Market Size & Share Report — global market valued at $31.61B in 2024, projected
to reach $135.178 by 2030 at 4 27.6% CAGR:
https://www.grandviewresearch.com/industry-analysis/open-banking-systems-market

IBM Threal Inlelligence research on API-relaled alltack growlh in financial services, relerenced via:
htips://www.instantpay.in/blog/api-banking-security-best-practices/

Akamai, 2025 AP| Securily Reporl — 88.7% of linancial lirms experienced an API-relaled incidenl; 28.5% report a lull API
inventary, referenced via:
https://www.opanbankingexpo.com/usa/opan-finance-opan-apis-and-the-rising-stakes-of-security/

Cogent Research, The Detection Gap: How Exploits Are Outpacing Scanners (2026) — Al-compressed time-to-exploit from

ra (Apr 2026):
https://www.prnewswira.com/news-releasas/cogent-rasearch-axploits-outpace-scannar-datection-for-62-of-critical-vulner
abilities-as-ai-compresses-time-to-exploit-to-under-12-hours-302783104.html

VuInChack, State of Fxploitation: 1H-2025 — 32.1% of KFVs exploitad on/before CVF disclosure date:
https://iwww.vulncheck.com/blog/state-of-exploitation-1h-2025

Fourthling, Deepfakes in Financial Services: How Al Fraud Is Reshaping Risks in 2026 — H1 2025 deepfake fraud losses and
202/ projection: https://www.fou financial-services

PCI Security Standards Council, PGl DSS v1.0.1, Requirement 11./1 (nenctration testing and segmentation tosting cadence):
htips://blog.pcisecuritystandards.org/just-published-pci-dss-v4-0-1

Eurapean Unian, Digital Operational Resilicnee Act (DORA), Article 28 Threat-Led Penctration Testing raquiremaents:
https://www.digital-operational-tesilience-act.com/Article_26.html

Google Cloud / DORA Research Program, Accelerate State ot DavOps tindings on clite-performer deployment cadence,
refaranced via: htips://www.scrums.com/blog/deployment-frequency-henchmarks

OWASP, API Sceurity Top 10 (2023), API1:2023  Broken Object Lovel Autharization (BOLA) ranked the most critical AP
sacurity risk: hitps://owasp.org/API-Sacurity/editions/2023/en/0xal-hrokan-objact-leval-authorization/

IBM Security, Cost of a Data Breach Roport 2025 financial sector breach cost ($5.66M) and global breach lifecycle (241 days):
https://www.ibm_com/raports/data-breach

Invenio IT, Ransomware in linancial Services: 2026 Insights — record median ransom demand and root-cause data:
https://invanioit.com/continuity/ransomware-attacks-finance/

Salt Security research on APl vulnerahility prevalence in financial services, referenced via:
clices/
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