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B 01 Executive Summary:

The Payment Card Industry Security Standards Council released PCI Key
Management and Operations (KMO) Standard v1.0 in September 2026, marking a
significant step toward treating cryptographic key management as a dedicated
operational discipline'. This development reflects a critical industry shift: key
management is no longer a supporting function but an auditable, independent
discipline requiring structured governance, clear operational responsibilities, and
measurable controls.

For payment processors, the implications are significant. Organizations managing
payment cryptography across Hardware Security Modules (HsMs), cloud
environments, payment gateways, and distributed systems currently face
fragmented key operations. PCI KMO v1.0 establishes standardized requirements for
key generation, storage, rotation, revocation, and destruction applicable to PIN and
P2PE key types, with potential application to other PCI programs as those standards
evolve.

B 02 This whitepaper distinguishes between three
categories throughout:

» PCI KMO v1.0 requirements: What the standard explicitly mandates

» Ampcus Cyber recommended practices: Implementations that strengthen
control effectiveness

» Industry best practices: Guidance from cryptographic standards bodies and
payment security research

The paper examines current key management challenges in payment processing,
explores what PCI KMO requires, and provides a practical implementation framework.
Organizations implementing these practices can strengthen their audit position,
improve operational efficiency, and establish the governance foundation needed for
secure payment processing. However, implementation timelines, costs, and benefits
vary significantly based on existing architecture, HSM deployment, legacy system
integration, and assessment scope.
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B 03 The Current Security Landscape

Payment processors operate in an ‘
environment where cryptographic

keys represent both essential
infrastructure and concentrated
risk. The payment industry's shift
toward cloud-based services,
remote HSM implementations, and
distributed payment systems has
created new complexity in key
management  that  traditional ‘

approaches struggle to address.

I 04 Fragmentation Across Technology Platforms

Key management operations remain scattered across disconnected systems.
Payment processors typically maintain encryption keys in on-premises payment
HSMs, cloud-hosted HSMs, payment gateway applications, PIN translation servers,
P2PE decryption facilities, and software-based key derivation systems2 This
fragmentation means separate teams, inconsistent procedures, and limited visibility
into which keys exist, how they are protected, and when they expire.

Each technology platform enforces different key management requirements. A
payment HSM provider may require specific key rotation intervals, while a cloud
service imposes different operational controls. Payment processors find themselves
maintaining multiple key management procedures, one for PIN keys, another for P2PE
data encryption, and yet others for HSM administration, software signing, and tenant
provisioning keys.
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B 05 The Rise of Cloud-Based Cryptography

Transitioning cryptographic operations to cloud environments introduces shared
responsibility challenges that on-premises HSM deployments avoided. Cloud HSM
providers operate HSM infrastructure that payment processors do not own directly,
creating questions about key sovereignty, isolation, and auditability®.

Within a cloud environment, payment processors must verify that cryptographic keys
remain logically isolated from other tenants, that operational logging captures all key
usage, and that the processor retains explicit approval authority over key operations.
These assurances are difficult to establish when relying on a service provider's
operational controls rather than direct hardware management.

I 06 Regulatory Evolution

PCI DSS v4.0, released in March 2022 with compliance deadlines ending March 3],
2024, introduced stricter key management requirements without consolidating the
scattered requirements across related standards®. Organizations handling both PIN
and P2PE data faced redundant assessments of overlapping key management
controls.

The release of PCI KMO V1.0 signals that the industry recognizes key management as
sufficiently complex and critical to warrant independent standardization. Rather than
embedding key management requirements across multiple PCI standards, PClI KMO
creates a single reference framework that other standards can reference.
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I 07 Understanding the Problem

1. The Cost of Key Sprawl

Payment processors managing large transaction volumes handle hundreds or
thousands of cryptographic keys. Data encryption keys (DEKs), key encryption keys
(KEKs), PIN verification keys, HSM administrative keys, HSM authentication keys,
firmware signing keys, and tenant provisioning keys all require generation, storage,
rotation, and eventual retirement.

Without centralized visibility, key sprawl creates hidden compliance debt. Keys
reach the end of their cryptoperiod and remain unrotated. Administrative keys lose
audit trails. Legacy keys embedded in systems remain active longer than intended.
The organization cannot reliably answer fundamental questions: How many active
keys exist? Which systems depend on each key? When was each key last rotated?

2. Manual Processes and Human Error

Key management operations traditionally rely on manual coordination. Key
ceremonies requiring multiple custodians to assemble in person introduce
scheduling challenges and single points of failure®. When a key custodian leaves
the organization, manual processes delay emergency key rotation. Rotation
schedules depend on calendar reminders and manual status tracking rather than
automated enforcement.

Manual key rotation for large key populations drives inconsistency. Some keys
rotate monthly, others quarterly, and many remain unchanged for years. Audit logs
capture key operations inconsistently. Dual-control procedures are implemented
differently across teams. The resulting control environment cannot demonstrate
consistent, auditable key management practices.

3. Assurance Gaps in Hybrid Environments

Payment processors cannot test key management controls consistently when keys
operate across multiple platforms. An HSM-backed key in a on-premises
environment follows one set of controls. The same key type stored in a cloud HSM
may follow different controls. Payment applications use some keys through
approved key management APIs while others embed keys in configuration files or
firmware.

Auditors cannot verify that the organization meets PCI requirements when controls
vary by platform. A validated key management control in one environment may
not be verified in another. The processor cannot produce evidence that
demonstrates end-to-end key security across heterogeneous systems.
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B 08 Why Traditional Approaches Fall Short

1. Single-Platform Solutions Cannot Address Ecosystem Complexity

Organizations often attempt to solve key management by deploying a centralized
Key Management System (KmS) designed for cloud workloads. These systems
excel at managing encryption keys for databases, backups, and cloud-native
applications but lack payment-specific capabilities.

A cloud KMS typically handles data encryption keys (DEKs) and symmetric
encryption well. Payment processors need PIN keys, payment card encryption keys,
HSM management keys, and other payment-specific key types. The cloud KMS
cannot generate PIN-verification keys using payment algorithms. It cannot
manage the key blocks and key encryption standards (ANSI TR-31, ANSI X9.24) that
payment systems require. It does not track key diversification, PIN offset
management, or payment-specific key usage restrictions.

2. Compliance by Audit Rather Than by Design

Many organizations approach compliance reactively. They prepare for annual PCI
assessments by documenting existing practices and remediating identified gaps.
This audit-driven approach creates the appearance of compliance without
building operational capability.

When key management controls are documented post-implementation to satisfy
audit requirements, they rarely reflect the actual procedures teams follow. The
documented key rotation schedule does not match when keys are rotated. The
documented access controls do not prevent unauthorized key usage. The process
becomes a compliance exercise disconnected from operational reality.

3. Decentralized Key Ownership Without Coordination

Payment processors often distribute key management responsibilities across
business units. The payment processing team manages PIN keys. The gateway
team manages encryption keys for card data in transit. The terminal management
team maintains keys for point-of-sale devices. Each team maintains separate key
management procedures without central coordination or visibility.

This decentralization means no single organizational entity ensures consistent key
lifecycle management. Different teams apply different rotation frequencies, use
different key protection mechanisms, and maintain inconsistent audit procedures.
When security incidents occur, the organization cannot produce a complete
inventory of potentially compromised keys across all systems.
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D 09 The Modern Approach

1. Unified Key Management Operations Framework

PCI KMO introduces a consolidated framework that addresses key management
as an independent operational discipline. Rather than embedding key
management requirements within PCI DSS, PIN, and P2PE standards separately, PCI
KMO establishes unified requirements that apply across PIN and P2PE key types
within the initial scope of PCI KMO v1.0.

The standard defines requirements across the complete cryptographic key
lifecycle: generation using approved algorithms and random number generation,
secure distribution using key blocks and key encryption standards, protected
storage with split knowledge and dual control, rotation based on defined
cryptoperiods, revocation when keys are compromised, archival for compliance
verification, and destruction to prevent recoverys®.

Key to this approach is the distinction between cryptographic module validation
and operational key control. A hardware security module may be validated to FIPS
140-2 or FIPS 140-3, as applicable, but validation does not ensure proper key
operational procedures. PCI KMO adds the operational rigor that cryptographic
modules alone do not provide.

2. Centralized Key Visibility with Distributed Operations

Payment processors do not need to consolidate all cryptographic operations into
a single platform. Instead, they establish central visibility over key operations
distributed across multiple platforms.

A centralized key inventory maintains metadata about all cryptographic keys: key
type, purpose, status (octive, pre-active, deactivated, compromised, destroyed),
protection mechanism (HSM, cloud HSM, software), protection strength (algorithm,
key length), cryptoperiod end date, and responsible team. This inventory becomes
the authoritative source for key management decisions and audit verification.

Key management workflows integrate cryptographic operations across platforms.
An organization may maintain PIN keys in an on-premises payment HSM, P2PE keys
in a cloud HSM, and application-level encryption keys in a cloud KMS. A unified key
management operation coordinates rotation schedules across platforms, tracks
key states consistently, and enforces uniform access controls.
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B 10 Risk-Based Cryptoperiod Definition

PCI KMO v1.0 requirement: The standard requires organizations to define and
document cryptoperiods for each key type based on risk assessment, key sensitivity,
and industry guidance. The standard does not prescribe specific rotation frequencies.

Implementation approach: Cryptoperiod definition is a governance responsibility.
Organizations assess the sensitivity of data protected by each key, the frequency of
key usage, potential exposure if the key were compromised, and applicable industry
standards. NIST SP 800-57 provides guidance on cryptoperiod ranges for different key
types (for example, symmetric encryption keys typically range from 1-2 years
depending on context). Payment processors should establish cryptoperiod
determination procedures that document the risk factors considered for each key
type classification.

Keys protecting the most sensitive data (cardholder PAN, PIN) typically warrant
shorter cryptoperiods than administrative keys or lower-value encryption keys. The
key distinction is that cryptoperiod decisions must be documented and justified,
enabling assessors to verify that organization decisions are based on defined risk and
compliance considerations rather than arbitrary or ad-hoc choices.

letsconnect@ampcuscyber.com www.ampcuscyber.com



€P AMPCUS
Vg CYBER

INTELLIGENT CYBERSECURITY DELIVERED

D 11 Automated Key Lifecycle Governance

PCI DSS v4.0 guidance: The standard encourages use of automated key lifecycle
management as a control mechanism. Manual key rotation is identified as a
higher-risk approach, though the standard's primary focus is ensuring that key
rotation occurs according to defined cryptoperiods and that the organization can
demonstrate this through audit evidence.

Control effectiveness: Automated key lifecycle management removes human
scheduling errors and memory dependencies from key rotation decisions. A key
management system can monitor cryptoperiod status, generate scheduled alerts,
automate key generation, coordinate distribution to dependent systems, and
maintain comprehensive audit logs.

Ampcus Cyber Recommended Approach: Automation provides several benefits:
predictable rotation schedules, consistent dual-control enforcement where required,
reduced human error, complete audit trails, and faster detection of keys approaching
end-of-life. However, the specific implementation depends on an organization's
architecture. Some organizations may automate key generation and distribution
while maintaining manual approval workflows. Others may fully automate including
approval gates. The critical requirement is that key rotation occurs on schedule and
can be demonstrated through audit evidence.
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B 12 Key Challenges Organizations Must Address

1. Establishing Key Management Governance and Responsibility

PCI KMO V1.0 requirement: The standard requires clear organizational
responsibility for key management decisions. Organizations must document the
roles, responsibilities, and decision-making authority for key management
operations, including who approves key rotation schedules, who authorizes
emergency key compromise response, and who maintains key management
policies.

Recommended implementation approach: Most payment processors establish a
key management governance structure that includes representatives from
security, operations, compliance, and business units using cryptographic keys. This
structure provides the decision-making authority required by PCI KMO and enables
the organization to establish and maintain key management policies, evaluate key
retirement decisions, and assess whether key management operations remain
aligned with risk and business requirements. The specific governance structure
varies depending on organizational size and complexity.

B 13 Managing Key Cryptoperiods Across
Heterogeneous Systems

PCI KMO v1.0 requirement: Organizations must define and document cryptoperiods
for each key type based on risk assessment and justify those decisions to auditors.

Implementation challenge: Different key types serve different purposes and require
different cryptoperiod considerations. Organizations must establish a process for
evaluating each key type and determining an appropriate cryptoperiod. The
determination requires security expertise, understanding of cryptographic risk, and
knowledge of payment industry practices.
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B 14 Implementing Dual Control and Split
Knowledge Without Operational Disruption

PCI KMO requires implementation of split knowledge and dual control, two security
principles ensuring that no single individual can access a cryptographic key without
another authorized person’'s involvement. This requirement applies particularly to key
encryption keys and master keys.

Traditional split knowledge implementations require physical key ceremonies where
multiple key custodians assemble in person, each contributing a key component that
is then combined at an HSM to form the master key. These ceremonies introduce
scheduling complexity, single points of failure, and operational friction.

Modern approaches use remote key entry processes that allow geographically
dispersed custodians to contribute key components asynchronously®. Payment
processors must evaluate whether their HSM vendors support remote key entry and
whether their operational procedures implement split knowledge consistently.

B 15 Demonstrating Compliance Across Cloud and
On-Premises Environments

Cloud HSM environments introduce challenges in demonstrating operational control.
When a cloud service provider operates an HSM on the processor's behalf, who bears
responsibility for key protection? PCI KMO addresses this through shared responsibility
frameworks, but payment processors must understand what controls the cloud
provider implements and what controls the processor must implement.

Organizations must verify:
» Llogical isolation between different tenants’ cryptographic keys
» Operational logging capturing all key access and usage
» Approval mechanisms ensuring processor authorization for key operations
> Clear policies for key compromise detection and response

Payment processors cannot simply assume a cloud provider's security controls meet
PCI KMO requirements. They must evaluate the provider's security documentation,
request evidence of compliance, and maintain contractual commitments that define
shared responsibilities.
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B 16 Practical Framework: Recommended
Methodology

Phase 1 - Establish Key Management Governance

Begin by defining organizational key management roles and establishing a
governance structure.

Assign ultimate key management accountability at an executive level, typically the
Chief Information Security Officer or a delegated key management officer.
Establish defined roles for key generation custodians, key storage custodians, key
encryption key custodians, key destruction custodians, and key management
auditors.

Define roles and responsibilities:

Document key management policies:

Develop a formal Key Management Policy documenting the organization's
approach to generating, protecting, distributing, rotating, and retiring
cryptographic keys. Define the cryptoperiods for each key type based on risk
assessment and industry guidance. Document the dual control procedures that
apply to master keys and key encryption keys. Establish the access controls that
prevent unauthorized key usage.

Establish approval authorities:

Document who approves new keys, who authorizes key rotation, who makes
compromise decisions, and who approves key destruction. Make these approvals
a function of documented organizational process rather than ad-hoc decisions.
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Phase 2 - Inventory Existing Key Assets

Conduct a comprehensive cryptographic key inventory across all systems

Identify key locations:

Map where cryptographic keys exist: on-premises HSMs, cloud HSMs, payment
gateways, terminal systems, application servers, backup systems, and archived
systems. Many organizations discover keys in unexpected locations during this
assessment.

Document key attributes:

For each key, record the key type (symmetric encryption, PIN verification, HSM
administrative), purpose, status (active, pre-active, deactivated, archived),
protection mechanism (HSM, cloud HSM, softwore), algorithm and length,
protection strength, creation date, planned retirement date, and responsible team.

Identify gaps and inconsistencies:

Compare documented key management procedures against actual practices.
Keys may remain active longer than intended. Rotation schedules may not match
records. Access controls may not prevent documented prohibited access patterns.
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Phase 3 - Define Target Architecture

Design a key management architecture that meets PCI KMO requirements and
supports current payment operations.

Determine whether keys will be protected using on-premises HSMs, cloud HSMs, or
certified software key management. Each approach involves different cost, control,
and operational characteristics. Most payment processors use a hybrid approach
with HSMs protecting the highest-risk keys and software-based protection for
lower-sensitivity keys.

Select cryptographic protection mechanisms:

Establish key management system capabilities:

Evaluate whether a centralized key management system should be deployed to
coordinate key operations across multiple platforms. A key management system
typically handles key metadata, rotation scheduling, audit logging, and policy
enforcement.

Design key hierarchies:

Define the relationships between different key types and protection mechanisms.
Many HSM implementations use hierarchical key structures where master keys
(stored within an HSM with dual control) encrypt key encryption keys (KEKs), which
in turn encrypt data encryption keys (DEKs) and other working keys. This hierarchy
allows rotation of lower-level keys without regenerating the master key hierarchy.

However, key hierarchy design varies significantly depending on HSM architecture,
payment system architecture, key usage patterns, and recovery procedures. Some
implementations use flat key structures where all keys are generated and
managed at the same level. Others implement complex hierarchies with multiple
encryption levels. Organizations should design hierarchies appropriate to their
environment, documented and validated by their HSM vendor and security team.
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Phase 4 - Implement Automated Key Lifecycle Management
Replace manual key management processes with automated procedures.

Automate key generation:

Configure automated key generation using approved algorithms and certified
random number generation. HSM-based key generation ensures keys are never
transmitted through unsecured channels.

Automate key rotation:

Schedule key rotation based on defined cryptoperiods. Automation generates new
keys, distributes them to systems using the old key, marks old keys as deactivated,
and maintains audit logs. Manual intervention occurs only for exception handling.

Implement dual control workflows:

For keys requiring dual control, implement procedures where two authorized
custodians must approve key operations. This can be accomplished through
remote key entry rather than requiring in-person key ceremonies.

Automate key destruction:

When keys reach end-of-life, automated procedures remove keys from
operational systems, archive old keys for compliance verification, and securely
destroy key material.
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Phase 5 - Establish Audit and Compliance Monitoring

Build ongoing monitoring to verify that key management operations remain
compliant.

Implement continuous audit logging:

Configure HSMs and key management systems to capture all key operations. Logs
should include key generation, key usage, key rotation, key compromise detection,
and key destruction.

Establish audit review procedures:

Designate teams to review key management audit logs regularly. Monthly reviews
identify keys approaching retirement, keys that remain in pre-active status too
long, and unusual access patterns requiring investigation.

Prepare for external assessment:

Organize audit evidence in formats that assessors expect. Maintain logs showing
key lifecycle state transitions, maintain approval records for key operations, and
document that dual control procedures were followed.
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B 17 Measuring Effectiveness

Effective key management produces measurable indicators of control and compliance.
Key Operational Metrics

Key lifecycle timeliness - Measure the percentage of keys rotated before or on
their scheduled cryptoperiod end date. These metric tracks whether the
organization's rotation procedures are functioning as planned. Organizations
should establish acceptable thresholds based on their risk appetite, operational
capability, and criticality of affected systems. Consistent achievement of rotation
schedules demonstrates control effectiveness.

Dual control compliance - Verify that all keys requiring dual control are protected
by verified dual-control procedures documented through audit logs or approval
records. Organizations should establish procedures to monitor compliance with
dual-control requirements and track instances where dual-control procedures are
invoked versus instances where they should have been but were not.

Audit logging completeness - Compare the key management operations the
organization expects to log against the evidence captured in audit logs. Complete
audit logging demonstrates that key operations are being tracked and
documented. Gaps in audit logging may indicate incomplete system automation
or logging configuration.

Key compromise detection and response - Measure the organization's ability to
detect that a key has been compromised and initiate response procedures.
Organizations should establish procedures and test the time required to identify
compromise, assess impact, initiate revocation, and begin replacement. Response
time expectations should be calibrated to the criticality of keys and systems
involved.
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B 18 Compliance Assessment Metrics

Assessment evidence consolidation - PCI KMO v1.0 provides a single framework for
key management requirements applicable to PIN and P2PE key types. Organizations
can reference a PCI KMO assessment as evidence of key management controls
where applicable to PIN and P2PE compliance validation. However, each PCI standard
(PIN, P2PE, DSS) defines its own assessment scope and procedures. Organizations
should consult with their assessors about how evidence from a PCI KMO assessment
can be leveraged within the specific program’s assessment methodology.

Duplicated control identification - Organizations managing both PIN and P2PE keys
previously maintained separate key management assessments addressing
overlapping requirements. PClI KMO consolidation may reduce duplicated evidence
gathering and testing where controls are truly identical across key types. The degree
of effort reduction varies based on the organization's existing control environment,
assessment scope, and assessor procedures.

Findings resolution rate - Track compliance findings identified during assessments
and the resolution status of those findings. A mature key management program
demonstrates proactive remediation of identified control gaps before they emerge as
formal compliance findings. This metric indicates whether key management
procedures are functioning as documented and whether controls are achieving their
intended outcomes.
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B 19 Risk Reduction Metrics

Cryptoperiod adherence - Monitor how closely actual key rotation follows defined
cryptoperiods. This metric tracks whether rotation procedures are executing
consistently. Organizations should establish acceptable thresholds for rotation
completion based on risk assessment, system criticality, and operational capability.
Consistent adherence to planned rotation schedules demonstrates control
effectiveness.

Key compromise detection capability - Evaluate the organization’s ability to detect
that a key has been compromised. Modern HSM implementations can detect tamper
events through built-in security mechanisms. Organizations should assess detection
methods, detection latency, and the reliability of alerting and response procedures.
The detection time depends on the HSM technology, monitoring configuration, and
detection method (tc:mper detection, access violation detection, key derivation
anomaly detection).

Key compromise response procedures - Establish and test procedures for
responding to key compromise including: detecting the compromise, assessing the
potential impact on systems and data, revoking the compromised key, identifying
dependent keys affected by the compromise, generating replacement keys,
distributing replacement keys to affected systems, and validating that systems are
operating with the replacement key. Organizations should define expected response
timelines calibrated to the criticality of affected systems and data, then measure
performance against those timelines. Higher-criticality keys warrant faster response
procedures.
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B 20 Ampcus Cyber Perspective: Building
Validated Key Management Governance

Organizations preparing for PCI KMO compliance face a convergence of technical
and operational challenges. The technical challenge of protecting cryptographic keys
using HSMs, cloud-based services, and distributed systems is well understood. The
harder challenge is establishing the organizational governance, documented
procedures, and audit evidence required to demonstrate that key management
operations are controlled and auditable.

Ampcus Cyber helps payment processors build key management governance
frameworks aligned with PCI KMO requirements. Our work focuses on three areas:

First, governance establishment: We work with security leadership to define roles
and responsibilities for key management decisions, document key management
policies that reflect the organization’s risk profile and technical environment and
establish approval authorities for key operations. This governance becomes the
foundation for consistent implementation.

Second, architecture design: We assist in evaluating cryptographic protection
options (on—premises HSMs, cloud HSMs, certified software mechcmisms), defining
key hierarchies that support efficient operations, and designing key management
workflows integrated with existing payment systems.

Third, compliance operations: We implement procedures that track key lifecycle
status, generate audit evidence systematically, and provide visibility into key
management operations. This approach establishes the documented, auditable
procedures that PCI KMO assessments validate.

Based on our work with payment processors implementing key management
governance, organizations that establish clear procedures upfront and implement
documented controls create a foundation for demonstrating compliance.
Well-designed key management operations typically require less remediation effort
during assessments compared to reactive compliance approaches.
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B 21 Cryptographic Key Compromise Response

PCI KMO v1.0 requirement: Organizations must establish documented procedures for
detecting, assessing, responding to, and reporting key compromise events.

Key compromise, whether suspected or confirmed, requires rapid, coordinated
response. A well-designed compromise response procedure includes the following
elements:

Detection: Organizations must establish mechanisms to identify when a key may
have been compromised. Detection methods include HSM tamper detection
(physical or logical), access violation alerts, unusual key usage patterns, customer
breach notifications, or security research identifying potential exposure. Different key
types and protection mechanisms have different detection capabilities.

Impact assessment: Upon suspected compromise, the organization must assess
which systems depend on the compromised key, which data may have been exposed
or altered, and the financial and operational impact. This assessment informs the
urgency of response. A compromise of a PIN key in active use requires immediate
response. A compromise of an archived administrative key may allow more planned
response.

Key revocation: The organization must deactivate the compromised key in all
systems and prevent any future use of that key. This is distinct from key destruction;
the key is deactivated but retained for forensic analysis and historical accountability.

Dependent-key analysis: The organization must identify any keys that were
encrypted by or derived from the compromised key. If key encryption keys (KEKs) are
compromised, all keys encrypted by those KEKs require evaluation and potential
re-encryption. If master keys are compromised, the entire key hierarchy may require
rebuilding.

Replacement key generation: The organization must generate replacement
cryptographic keys using approved generation procedures. For keys that support
dual control, the replacement process must follow dual-control procedures.

Secure distribution and activation: Replacement keys must be securely distributed
to all systems that used the compromised key. The organization must coordinate
activation of the new key across systems to maintain payment processing continuity
while ensuring no systems continue using the compromised key.

Validation: The organization must verify that all systems have transitioned to the
replacement key, that no systems retain the compromised key, and that payment
processing operations have resumed normally.
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Evidence preservation: The organization must maintain audit logs, incident
documentation, investigation records, and response actions for subsequent review by
auditors and potential regulatory notification.

Regulatory and notification requirements: Organizations must follow PCI, regulatory,
and contractual requirements for breach notification. Some compromises require
immediate notification to card networks, acquiring banks, or customers.

Procedure testing: Organizations should periodically test their key compromise
response procedures in controlled environments to verify that procedures function as
documented and can execute within expected timeframes.

B 22 CISO Decision Framework: Key Management
Maturity Model

This framework helps security leaders assess key management maturity across
critical dimensions and establish improvement objectives. Maturity levels progress
from reactive (Level 1) to optimized (Level 5).

Cryptographic Asset Inventory Framework

Comprehensive key management requires Vvisibility beyond cryptographic keys
themselves. A complete cryptographic asset inventory should include:

Cryptographic keys - Type, purpose, status (active/pre active/ deactivated/
compromised/ destroyed), algorithm, key length, creation date, cryptoperiod end
date, protection mechanism, location, owner, and associated systems.

Cryptographic algorithms - Algorithms in use, supporting libraries or
implementations, key lengths, approved status, deprecation status, known
vulnerabilities, and planned retirement dates.

Cryptographic modules - HSMs (on-premises and cloud), software crypto
libraries, key management systems, their vendors, versions, certification or
validation status (FIPS 140-2 or FIPS 140-3, PCI PTS HSM v5.0, as applicable), and
support lifecycle.

Key storage locations - Physical HSMs, cloud HSM services, key vaults,
configuration files, certificate stores, and the data they protect.

Key dependencies - Applications and systems using each key, data flows where
keys are transmitted, systems requiring key rotation coordination, and cascading
impacts if a key is compromised.

Certificates and key pairs - Digital certificates used for authentication, signing, or
encryption; their validity periods; renewal dates; and associated systems.
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Key recovery keys - Key components held by custodians, backup copies of keys,
and disaster recovery key stores.

Third-party key management - Keys held or managed by external parties,
contractual agreements defining control and responsibility, and evidence that
third-party controls meet organizational requirements.

An automated cryptographic asset inventory system maintains this information
and alerts when:

» Keys approach cryptoperiod end dates
» Certificates approach expiration

» Modules reach end-of-support

2 Algorithms face deprecation

» Compliance reviews are due

» Audit evidence needs refreshing
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B 23 Conclusion

PCI Key Management Operations (KMO) Standard v1.0 represents maturation in how
the payment industry approaches cryptographic key management. The standard
recognizes that key management is not a supporting function but a critical
operational discipline requiring governance, clear procedures, automation, and
consistent audit evidence.

For payment processors, this evolution requires more than updated procedures. It
demands building organizational capability around key management governance,
investing in automation to replace manual processes, and establishing audit
evidence that demonstrates ongoing compliance. Organizations that view PClI KMO
as a compliance checkbox miss an important opportunity: the framework provides a
foundation for secure payment operations at any scale.

Payment processors operating across multiple cryptographic platforms, managing
large key populations, and supporting complex payment environments face the
highest risk from key sprawl, manual procedures, and compliance gaps.
Implementing PCI KMO-aligned governance and automation addresses these risks
systematically.

Organizations managing both PIN and P2PE keys historically maintained separate key
management assessments for each standard. PCI KMO v1.0 creates a potential
consolidation point where evidence from a PCI KMO assessment may be leveraged in
PIN and P2PE compliance validation, subject to each program'’s assessment scope
and procedures. The degree of assessment consolidation depends on the specific
controls, assessor procedures, and each standard's requirements. Organizations
should work with their assessors to understand how PCI KMO evidence applies to their
specific assessment scope.

Implementation timelines vary significantly by organizational size, existing key
management maturity, HSM architecture, legacy system integration complexity, and
assessment scope. Implementation timelines vary by environment complexity,
existing key management maturity, HSM architecture, legacy integration, and
assessment scope. Organizations should develop realistic timelines based on their
specific environment and validate those timelines with relevant stakeholders.

The foundation of secure payment processing is secure cryptographic key
management. PCI KMO provides the framework for building that foundation
systematically and verifiably.
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